In this paper, a novel image encryption scheme based on single random phase encoding and chaos is proposed. In the proposed scheme, the random phase mask is generated by Henon map, and the chaos parameters of Henon map can replace the whole phase mask to serve as the secret keys. Thus the management and transmission of secret keys are more convenient in the proposed scheme. Additionally, the proposed scheme contains only one random phase mask, which makes it more efficient and concise to implement. The performance of the proposed scheme has been demonstrated by extensive experiments.
INTRODUCTION
Due to the rapid development of the Internet and modern communication techniques, more and more images are transmitted via the open networks. How to secure the transmission of images has become a serious problem to be faced. To address this problem, various encryption schemes for images have been proposed in the past few years. Among them, the double random phase encoding (DRPE) based encryption schemes have been studied extensively. The DRPE technique in Fourier transform (FT) domain was first proposed by Refregier and Javidi to encrypt an image into a noise-like pattern [1] . Subsequently, the DRPE technique has been successfully extended to some other transform domains, such as the fractional 1 Fourier transform (FrFT) domain [2] , the Fresnel transform (FrT) domain [3] , the Gyrator transform (GT) domain [4] , and so on.
The DRPE technique has opened new fields of research in image encryption. However, the management and transmission of the secret keys in most of the DRPEbased encryption schemes are inconvenient because the whole phase mask keys with the same size of the encrypted image have to be sent to the authorized receiver side to decrypt the original image. To address this problem, some researchers proposed to use the chaotic maps to generate the random phase mask, and use the chaos parameters to replace the whole phase mask to act as the secret key. For example, Singh et al. used the Logistic map, Tent map and Yorke map to generate the phase masks in an FrFT-based DRPE scheme [5] . Sui et al. used the Logistic map to generate the phase masks in a GT-based DRPE scheme [6] . In our previous work, we used the Duffing map, the Tinkerbell map and the mixed chaotic maps to generate the phase masks in a single-lens FT-based DRPE scheme [7] and a singleshot digital holography-based DRPE scheme [8] , respectively. Apart from the above-mentioned problem, most of the DRPE-based encryption schemes are complex and hard to implement. In this paper, we propose a novel image encryption scheme based on single random phase encoding (SRPE) and chaos. In our scheme, the random phase mask is generated by the Henon map [9] . The management and transmission of the secret keys in our scheme are more convenient because the whole phase mask key can be replaced by the parameters of Henon map. Additionally, compared with the DRPEbased schemes, our scheme is more concise to implement because only one phase mask is needed in our scheme. The performance of our scheme has been evaluated by extensive experiments, including the visual and quantitative test, the sensitivity of secret keys, the key space analysis, and the robustness against statistical attack and noise attack.
THE PROPOSED IMAGE ENCRYPTION SCHEME
In this section, the proposed image encryption scheme based on SRPE and chaos is described in detail. As shown in Fig.1 , a spherical wave is generated to illuminate and encode the original image placed in the input plane, and then the encoded image is Fourier transformed. After that, the transformed image is multiplied by the chaotic random phase mask (CRPM), and then is inverse Fourier transformed to generate the encrypted image. The decryption process of the proposed scheme is the simple reversed process of the encryption. The detailed steps of the encryption process are as follows.
Step 1: The original image is encoded by the spherical wave.
  denotes the coordinates of the input plane; o f and f denote the original image and the encoded image, respectively; S denotes the spherical wave which can be expressed as
Where A is the amplitude of the spherical wave; z is the distance between the light source and the input plane; and  is the wavelength. Step 2: The encoded image is Fourier transformed and multiplied by the CRPM.
Where f  denotes the scrambled image;

FT  denotes the Fourier transform;
,   denotes the coordinates of the Fourier transform plane; and C denotes the CRPM which is generated by the Henon map using the method in our previous paper [7] .
Step 3: The scrambled image is inverse Fourier transformed to generate the encrypted image.
Where f  denotes the encrypted image;   
IFT  denotes the inverse Fourier transform. The detailed steps of the decryption process are as follows.
Step 1: The encrypted image is Fourier transformed and multiplied by the conjugation of the CRPM.
Where d f  denotes the preliminary decrypted image; C  denotes the conjugation of the CRPM.
Step 2: The preliminary decrypted image is inverse Fourier transformed to retrieve the encoded image.
Where d f  denotes the retrieved encoded image Step 3: The retrieved encoded image is multiplied by the conjugation of the spherical wave to decode the original image.
Where d f denotes the final decrypted image; and S  denotes the conjugation of the spherical wave. In this section, the performance of the proposed image encryption scheme has been evaluated by extensive experiments, including the visual and quantitative test, the sensitivity of secret keys, the key space analysis, and the robustness against statistical attack and noise attack. Moreover, the proposed scheme is also compared with the FT-based DRPE scheme [1] in terms of the robustness against statistical attack, noise attack and occlusion attack. All experiments are conducted on a personal computer having Intel Core i5-4590 3.30 GHz CPU with 4 GB RAM, and using Matlab version R2010b under the Windows 7 environment. To conduct these experiments, the grayscale image "Lena" shown in Fig. 2(a) is chosen as the test image. For the proposed scheme, the initial conditions and control parameters of . For the FT-based DRPE scheme [1] , the random phase masks are generated by a random generator.
EXPERIMENTAL RESULTS AND ANALYSIS

Visual And Quantitative Test
In this subsection, the encryption and decryption performance of the proposed scheme has been tested. Fig. 2(b) shows the encryption result of "Lena", from which one can find that the main information of the original image has been successfully hidden into a noise-like pattern. Fig. 2(c) shows the decryption result of "Lena" with all correct secret keys, from which one can find that the difference between the decrypted image and the original image cannot be discerned visually. To quantitatively measure the difference between the decrypted image and the original image, the correlation coefficient (CC) is calculated. The CC is defined as is an expectation operator. The higher the CC value is, the smaller the difference between the decrypted image and the original image will be. The calculated value of CC between the Fig. 2(c) and Fig. 2(a) is 1, which implies that the original image can be retrieved completely from the encrypted pattern.
Sensitivity of Secret Keys
In this subsection, the sensitivity of the secret keys has been checked. An ideal image encryption scheme should be sensitive to the secret keys, which means that if there is a tiny change of the correct secret key, the original image cannot be completely retrieved. In the proposed scheme, the parameters of Henon map serve as the secret keys during the encryption and decryption process. Figs. 3(a)-(d) show the decryption results of "Lena" when one of the secret keys is incorrect and others are correct, from which one can find that any useful information about the original image cannot be recognized visually. The calculated values of CC between the Figs. 3(a)-(d) and Fig. 2(a) are 0.0087, 0.0095, 0.0079 and 0.0062, respectively; which implies that the original image cannot be retrieved completely. Both the visual and quantitative testing results have demonstrated that the proposed scheme is vastly sensitive to the variation of the secret keys. 
Key Space Analysis
In this subsection, the key space of the proposed scheme has been analyzed. For the proposed scheme, the four parameters of Henon map serve as the secret key. As above mentioned, when these four chaos parameters have the deviations of 1.010-16, the original image cannot be retrieved from the encrypted pattern completely. However, when these four chaos parameters have the deviations of 1.010-17, the original image can be retrieved completely from the encrypted pattern. Therefore, the key space of the proposed scheme is approximate to (1016)4=1064. Such a large key space can make the brute-force attack be infeasible.
Robustness Against Statistical Attack
In this subsection, the robustness of the proposed scheme against statistical attack has been tested. The proposed scheme is also compared with the FT-based DRPE scheme [1] in this testing. To conduct this testing, 3000 pairs of adjacent pixels are randomly selected from the original and encrypted images, and the correlation coefficients of adjacent pixels in three directions are calculated according to the formula in [8] . Table 1 shows the calculated results, from which one can find that for the original image, adjacent pixels in all three directions are highly correlated. And for the encrypted image corresponding to the proposed scheme, there are negligible correlations between adjacent pixels in three directions. Additionally, the proposed scheme outperforms the FT-based DRPE scheme [1] in this testing. The above results indicate that the proposed scheme has strong robustness against the statistical attack.
Robustness Against Noise Attack
In this subsection, the robustness of the proposed scheme against noise attack has been tested. The proposed scheme is also compared with the FT-based DRPE scheme [1] in this testing. To conduct this testing, the Gaussian random noise is added to the encrypted image in the following way.
Where e f and e f  denote the encrypted image and the noise-affected encrypted image, respectively; k is a weight factor to adjust the noise strength; and G denotes the Gaussian random noise with zero mean and standard deviation 1. Fig.4 shows the decryption results of "Lena" when k is set to 0.1, 0.5 and 1 From the visual and quantitative results, one can find that the performance of the proposed scheme can be comparable with the FT-based DRPE scheme [1] . Additionally, although the images become more blurred with the increase of k , the main content of the original image decrypted by the proposed scheme can still be recognized visually. The above results indicate that the proposed scheme has high robustness against noise attack. 
CONCLUSIONS
In this paper, a novel FT-based SRPE image encryption scheme is proposed. The proposed image encryption scheme possesses a number of advantages. First, the management and transmission of secret keys are more convenient, because the whole phase mask key can be replaced by the chaos parameters of Henon map. Second, the proposed scheme contains only one random phase mask, which makes it more efficient and concise to implement. Finally, the proposed scheme can resist the brute-force attack, the statistical attack and the noise attack. The feasibility and performance of the proposed scheme have been demonstrated by extensive experiments and the comparison with other relevant encryption scheme.
